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GUIDELINES - INAPPROPRIATE USE OF SOCIAL NETWORKING SITES
Increasingly within our schools there are issues relating to the use of Social Networks by teachers parents and pupils and young people.
There is existing advice for staff members about how they should treat these sites however, increasingly headteachers and staff are finding that posts are being made to these sites which include negative statements about the school and/or particular members of staff.
The General Teaching Council Scotland has issued a Code of Professionalism and Conduct which states: 

· A teacher must not discuss his/her own private and personal relationships with pupils.
· Be aware of the potential dangers of being alone with a pupil in a private or isolated situation or one which could be perceived of being of an inappropriate nature. 
In addition, Dumfries and Galloway Council advises:
· Teachers should not contact students for learning related work through social networking sites.  This should be done through “GLOW”.
· Staff should not accept current pupils as friends as “contacts” on social networking or photo-sharing sites.  Specific “school” social networking site accounts should only be set up with approval from the headteacher and local authority permission.

· Please be aware that everything that is published in a learning log is in the public domain and as such you must be prepared for others to post critical comments. 

· Ensure that your contributions are both accurate and measured.

· Be respectful to your colleagues.

· Your employer is entitled to expect you not to make public critical comments.

· Be aware that creating libellous claims on your personal page make you and potentially your employer liable.
Further Guidance

However, there was also a need for some guidance for staff on how to deal with parents and young people when they made inappropriate comments on social networking sites. 
Cyberbullying and the Law
When technology is used to harass or threaten others there may be legal consequences.  The most common ones used are;
1. The Protection from Harassment Act.  This Act states that it is unlawful to cause harassment alarm or distress by course of conduct.  It states that “A person must not pursue a course of conduct which amounts to harassment of another he knows, or ought to know”. 
There is some evidence that the police have used the Protection from Harassment Act to prosecute for the sending of e-mails through the internet.

2. Breach of the Peace.  This is Scottish common law.  It covers all behaviour (including single incidents) which causes, or is likely to cause:
· Fear, alarm, upset or annoyance.
· When one or more persons conduct themselves in a riotous, or disorderly manner, anywhere, which alarms, annoys or disturbs other people.  The element of disturbance would be most relevant to Cyberbullying is of a nature that would cause concern to other people- harassment or stalking and bullying.

Users are obliged to comply with the Terms and Conditions of use of Social Networking Sites.

The following instructions given by Facebook to all its users are instructive:

Statement of Rights and Responsibilities 

· You will not bully, intimidate, or harass any user.

· You will not post content that: is hateful, threatening, or pornographic or incites violence.

· You will not use the site to do anything unlawful, misleading, malicious or discriminatory.

Protecting Other People’s Rights

We respect other people’s rights, and expect you to do the same.

You will not post content or take action on Facebook that infringes or violates someone else’s rights or otherwise violates the law.

· The purpose of issuing this advice is to protect teachers and other education workers.  An increasing number of issues relating to social networking sites have arisen in recent years both in Dumfries and Galloway and throughout Scotland. 
· Teachers and education staff should also be aware of procedures which can be invoked should they be victims of social network misuse. 

The Flow Chart (Appendix 1) outlines the recommended steps which can be taken in the event of schools and/or individual members of staff who are subjected to threatening and abusive comments and actions.   An alternative is for an individual to refer the matter to the Police.
The steps in the flow chart could also be used if parents exhibit abusive behaviour towards members of staff during face to face meetings.

More detailed advice on the use of social networking sites is provided in a paper produced by the Educational Institute of Scotland in conjunction with Learning Teaching Scotland (Appendix 2).  Dumfries and Galloway Council Education Services fully endorse this paper and teachers are strongly advised to adopt this advice.
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GUIDANCE FOR HEADTEACHERS

Social Networking Sites

Parental Actions Causing Alarm and Distress

The Process:
Incident with Parent(s)  
· Social Networking sites 
· Cyber bullying – threatening abusive behaviour
Meeting between Headteacher and Parent(s) to discuss the implications of their action for the school and for individuals they have named.


Re-occurrence of behaviour

Warning Letter issued to Parents by Council’s Legal Services indicating that the 
behaviour was causing alarm or distress.  (Particularly if there had been no previous Police involvement)


Re-occurrence of behaviour

Assessment by Anti Social Behaviour Team
Matter progressed through
Matter referred to


Matter referred 

ASB Team



Council Legal Services

to Police


Re-occurrence of behaviour
Acceptable Behaviour Agreement (ABA) or Acceptable Behaviour Contract (ABC) progressed through ASB Team
Breach of ABA or ABC
Anti Social Behaviour Order or other Legal Action as appropriate

SOCIAL NETWORKS
(An Advisory Paper Issued by the EIS and Learning Teaching Scotland)
The use of new technologies raises a number of issues for EIS members.  New technologies can assist teachers.  Many teachers will also use social networks such as Bebo or Facebook in their private lives and may be approached by pupils or students through social networks.
The EIS is aware that this is an evolving area and, while the EIS supports and welcomes developments in media literacy, there are both potential benefits and risks for members in the use of new technologies.
The General Teaching Council Scotland has issued a Code of Professionalism and Conduct which states:
As a teacher you must:
· not discuss your own private and personal relationships with pupils and be mindful to maintain an appropriate balance between formality and informality when dealing with pupils.
· take care to avoid becoming personally involved in pupils’ personal affairs.
· be aware of the potential dangers of being alone with a pupil in a private or isolated situation, avoiding circumstances which are or could be perceived to be of an inappropriate nature.  This also is the case in connection with social networking websites, outwith the school/college setting and in subjects such as Music, PE and Drama.
This leaflet is designed to set out a number of questions and answers on social networking for EIS members. 
This advice has been produced with the support of Learning and Teaching Scotland and the EIS is grateful to Ewan McIntosh and Ian Graham for their input.
Q.
Should I accept students as ‘friends’ on social network sites?

No.  You should not accept current pupils or students in a school as ‘Contacts’ or ‘Friends’ on social networks or photo-sharing sites and this would include offering of access to ‘limited profiles’.  Giving access to personal information on full and limited profiles opens up the risk of inadvertently offering access to ‘friends of friends’, or contacts you do not know, and increases the risk of identity theft if you give information across a range of sites.

Only accept ‘Friends’ who are colleagues or personal adult friends, while always being aware that you have no control over the friendships or material they are publishing.

Teachers should not contact students for learning related work through Social Network sites.  In the rare occasion where they may wish to do so, e.g. during student absence, they may use the tools in Glow.  On Glow, interactions are recorded for your safety, except for video.  Use video discussions in the same way as you would conduct face to face meetings in the school premises (are you in the ‘room’ alone or with other students and/or staff?).
Q.
What do I do if I receive repeated requests from students to become ‘Friends’?
Be firm.  This type of request is inappropriate.  You should reply with a clear rejection, maybe along the lines of: “I use this social network for my personal life and keeping in touch with old friends.  If you need to see me about work then contact me at school or when I’m logged into Glow”.  If the student persists you should raise the issue with a manager.

Q.  Why should I not set up a group on a Social Network Site for my students?

While this might seem like a better idea for ‘separating’ school and personal life, you are still open to the risks associated with befriending students on your own personal profile.  Also, you are providing a focus for potential online predators, by grouping young people from a particular geographical area in one online venue.  In any case you should always be mindful of school and authority policies.

Q.
What about setting up a specific ‘school’ Social Networking Site account?
If you were to do this, then you must seek approval from your Headteacher and even your local authority.  There’s no guarantee that ‘students’ are who they say they are and, as above, you are providing a focus for potential on line predators looking for a geographical area.

Q.
What about publishing my learning log?
Everything on a learning log is in the public domain.  Some teachers publish learning logs, for example, in a blog and this practice can develop confidence and pedagogy. There are some ways to reduce the potential for damage to your image and that of your school, and some guidance that will help you get the most out of this medium:

(i)
Be prepared for others to leave comments on your blog or personal profile. Be prepared for others posting critical comments.  Be aware that creating libellous claims on your personal page may make you and potentially your employer liable.  Ensure your contributions are both accurate and measured.

(ii)
Be respectful of your colleagues – you have an obligation to your employer and your employer is entitled to expect you not to make public critical comments.  If you have a grievance, follow the normal routes.

Other guidelines, in more detail, were drawn up by LTS and East Lothian Council for East Lothian Council employees and users of its ‘eduBuzz’ blogging system.  This provides a helpful source of how blogs can be managed responsibly.

Remember you are bound by the GTCS Code of Professionalism and Conduct.

Q.
I am about to enter teaching and have a current personal profile.  What should I do?

Many probationer teachers or students in training currently have personal sites.  Any new teacher should audit their personal profile and re-evaluate the information and who should have access to the information.  It is better to remove the material before entering schools.

If you have “friends” in the community in which you teach you should recognise that you may teach siblings of these friends and that they may get personal information about you.  It is better to avoid such risks by either editing your profile or removing it. 
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